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Abstract

We consider a broadcast channel, in which a multi-anterarestnitter (Alice) sendgd confidential information
signals to K legitimate users (Bobs) in the presencelofpassive eavesdroppers. Alice uses MIMO precoding to
generate the information signals along with its own (Txdmg<riendly jamming. Interference at each Bob is removed
by MIMO zero-forcing. This, however, leaves a “vulneratyilregion” around each Bob, which can be exploited by
a nearby eavesdropper. We address this problem by augmentibased friendly jamming (TxFJ) with Rx-based
friendly jamming (RxFJ), generated by each Bob. Specificaibch Bob uses self-interference suppression (SIS) to
transmit a friendly jamming signal while simultaneouslge®ing an information signal over the same channel. We
minimize the powers allocated to the information, TxFJ, &xFJ signals under given guarantees on the individual
secrecy rate for each Bob. The problem is solved for the cabes the eavesdropper’s channel state information
is known/unknown. Simulations show the effectiveness ef phoposed solution. Furthermore, we discuss how to
schedule transmissions when the rate requirements neezldatisfied on average rather than instantaneously. Under
special cases, a scheduling algorithm that serves onlyttbagest receivers is shown to outperform the one that
schedules all receivers.

Index terms

Broadcast channel, channel correlation, friendly jammind-duplex, physical layer security

I. INTRODUCTION

As wireless systems continue to proliferate, confidertyiadf their communications becomes one of the main
concerns due to the broadcast nature of the wireless medityptographic techniques can be utilized to address
these concerns, but such techniques often assume adesrwiti limited computational capabilities. Physicalday
(PHY) security, on the other hand, can be implemented régmsdf the adversary’s computational power. It also

takes advantage of the characteristics of the wirelessunedi
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The origins of PHY security dates back to the pioneering wafriyner [1] that studied the concept sdcrecy
capacity for the degraded wiretap channel. The authors(in [2] exténdlgner's work to non-degraded discrete
memoryless broadcast channels. Later on, the secrecyigapaMIMO wiretap channel was obtained ihl[3]. The
secrecy region of the Gaussian MIMO broadcast channel wagest in [4], [B], and[[6]. The authors inl[7] and![8]
studied the problem of secure communications over broadtasmnels under individual secrecy constraint, which
guarantees that the information leakage to the eavesd®ymen each information message is made vanishing.
Even though the joint secrecy constraint, which ensuresttigainformation leakage to the eavesdroppers from all
information messages vanishes, is stronger than the thdivione, it is not always possible to satisfy. Moreover,
the individual secrecy constraint still offers an accefgta®ecrecy level, while increasing transmission raftés [7].
To facilitate secrecy, Goel and Nedgil [9] introduced the @ptcof artificial noise, a.k.ariendly jamming (FJ),
for Gaussian channels. The idea is to artificially generaé@sSian noise over the channel in order to degrade
eavesdropping. This is a special case of the channel prefieichnique proposed inl[2], which randomizes the
codewords before sending them over the channel. The adith{it§] studied a multiuser broadcast channel, where
a sender transmit& independent streams 1 receivers. A linear precoding and friendly jamming teclueigvas
proposed to enhance PHY security. The authors ih [11] stiaeoutage probability based power allocation problem
for data and artificial noise so as to satisfy certain qualitgervice (QoS) requirements. A full-duplex (FD) receiver
that sends artificial noise to secure the communication wasgsed in[[12] and [13]. This work was later extended
to allow both transmitter and receiver to generate artific@ise in [14]. In that model, at least two antennas are
needed at the receiver, one for sending the FJ signal andtlilee t receive the information message. A similar
system model was used ih [15] but with bipolar-beamformiptjmization. The authors irl [16] showed that the
PHY secrecy can be enhanced using FD jamming receivers wtitgsuming perfect self-interference suppression
(SIS). Another system model with one FD base station (BSg, toensmitter, one receiver, and one eavesdropper
was considered i [17]. In this model, the BS receives a ngesam the transmitter while sending an information
message to the receiver together with an FJ signal. It wasress that the transmitter’'s signal does not interfere
at the receiver, and the problem of maximizing the secreistrassion rate was investigated. None of these works
considers a multiuser scenario where multiple receiveneigge FJ signals. In contrast, here, we consid&raser
scenario with single-antenna FD receivers, generatingighhls. Multiuser broadcast channels even without any
FJ signal lead to non-convex problem formulations due terfatence from unintended information signals. When
FJ signals are incorporated to the system to provide seaqurencinications against eavesdroppers, the problem
becomes harder to deal with. In addition, we specificallyjufoon a problem which arises from eavesdroppers

having correlated channels with that of legitimate reaesivim this paper.

A. Motivation and Contributions

Our work is motivated by recent studies regarding wireldsmnael correlations. Specifically, the authors[in [18]
and [19] showed the vulnerability of the intended receiv@rativersaries in the proximity. In particular, when

the eavesdropper’s channel is highly correlated with tHaa ¢egitimate receiver, the MIMO-based nullification

April 8, 2016 DRAFT



of Alice’s FJ signal at that receiver, a.k.a. zero-forcirepimforming (ZFBF), extends to nearby eavesdroppers.
This increases the SINR at the eavesdroppers, significegdlycing the secrecy rate. The goal of our work is to
provide message confidentiality, independent of the eagppér’'s capability of observing highly correlated signal
We consider a scenario where the transmitter (Alice) sékidadependent confidential messagedddegitimate
receivers (Bobs). To achieve such a goal in this setup, wpgs®to use receiver-based friendly jamming (RxFJ),
along with transmitter-based friendly jamming (TxFJ). §hway, Eve’s received signal is degraded even if its
channel state is highly correlated with that of Bobs'. To o@m TxFJ at each Bob, ZFBF is employed by Alice.
This technique also provides confidentiality for the infation messages (information signals are zero-forced at
unintended receivers). Even though ZFBF technique is apgirbal solution for broadcast channels, it significantly
reduces the implementation complexity [20],][21]. In fazt Mmultiuser MIMO channels, ZFBF becomes optimal in
high SNR and some low SNR regimés|[20]. Moreover, as the nuofhesers tends to infinity, sum-rate performance
of ZFBF is close to the optimal one, as shownl[ini[21]. This teghe only requires knowledge of the channel state
information (CSI) between Alice and each Bob and works umgetain configurations.

First, we formulate an optimization problem to minimize tio¢al network power allocated to the information,
TxFJ, and RxFJ signals subject to specific QoS requirem&hesgoal of this optimization is to guarantee a certain
individual secrecy rate for each Bob, with/without eavegger's CSI (ECSI). (In unknown ECSI case, it is assumed
that the first- and the second-order statistics of ECSI dlieksbwn). We exploit the conditions, where using TxFJ
and RxFJ has better system performance than using ZFBF vergrainformation leakage to the eavesdroppers.

The contributions of this paper can be summarized as follows

o It is shown that full-duplex capabilities can be exploitedMISO (multiple input single output) broadcast
channels to provide confidential communications using Rxgdinst the eavesdroppers, whose channels are
correlated with that of legitimate receivers.

« Joint power allocation problem to the information, TxFJd &xFJ signals to satisfy certain quality of service
requirements is investigated, and the optimal solutioesamalyzed for practical systems.

« We show how to find the optimal randomization rates for wipetading to confuse the eavesdroppers based on
the given requirements (individual secrecy rate requirgnfeECSI is known, and secrecy outage probability
requirement if only the statistics of ECSI is known).

« The effect of different scheduling approaches on the perémce of the proposed scheme is analyzed.

The rest of the paper is organized as follows. Section Il iess the system model. In Sections Il and IV, we
present different beamforming techniques with known/wwkm ECSI cases. Optimization problem is formulated
and analyzed in Section V. We provide simulation results disdussions in Section VI. The paper is concluded
in Section VII.

Throughout the paper, we adopt the following notation. ¥ectind matrices are denoted by bold lower-case and
upper-case letters, respectively. We use column and rotorgenotations interchangeably)* and (-)” represent
the complex conjugate transpose and the transpose of arvactoatrix, respectively. Frobenius norm and the

absolute value of a real or complex number are denotefl-fjyand| - |, respectivelyE[-] indicates the expectation
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Fig. 1. MU-MISO system model with both TxFJ and RxFJ.

of a random variableA € CM*N means thatA is an M x N complex matrix.CA'(x,o%) denotes a complex
Gaussian random variable with meamnd variance?. | i represents aiV x N identity matrix.[z]* = max(x, 0).
A = 0 means that matriA is positive semi-definitecank(A) indicates the rank of matriA. I(X;Y") refers to
the mutual information between random variah¥sandY . Let A and B be two sets. Ther{.A \ B} indicates the

set of all elements ofd that are not in5.

Il. SYSTEM MODEL

As shown in Figuréll, we consider a MU-MISO system, in whiclicdltransmitsK independent confidential
data streams to K receivers in the presencd @avesdropperd’ = {B1, B2, -+ , Bi } is the set of legitimate
receivers, each has a single antenna FD rddio [22% {E, E»,---,EL} is the set of eavesdroppers having
single-antenna. Legitimate receivers and eavesdropperseferred to as Bobs and Eves in the rest of the paper,
respectively. Let the number of antennas at AliceNog. Let x4 € CV4*! be Alice’s transmit signal, whereas,
denote the transmit signal from each Bob Yére 5.

The signals received by each Bob and Eve at tire{1,--- ,n} are, respectively, given by:

yh = hapx'y + Vahpzl + Z hept' +nl, Vb e B
ce{B\b}

2l =hax! + Zhbexi +nt, Vee &
beB

whereh 4, € C'*V4 is the channel vector between Alice and Bble B, while hy. € C1*N4 is the channel
vector between Alice and Eve € £. h;. denotes the channel between Bblz B and Evee € £. hy, and hep
represent the self-interference channel at each Bob andhifuenel between, b € B, whereb # ¢, respectively.
Since the full-duplex radio design is considered at theivecg, a residual self-interference term is incorporated

into the model. This residual term defines the portion of &l&isterference left after suppression, and is denoted
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with the scale factorn € [0,1], e.g.«« = 0 means full-suppression (ideal case).~ CA(0,1) andn. ~ CN(0,1)
represent AWGN (Additive White Gaussian Noise) at Bobs améskErespectively.

We impose the following instantaneous power constraints:
E[XZXA] < pA

E[|z2] < B, Wbe B @)

where P, and P,’s are given constants.
An achievable individual secrecy rate tuple is definedias= (Ri, Ra,- -, Rk) If there exists codebooks
(2% n) which satisfy both the reliability and security constrairitet 1}, define the secure message from Alice

to Bob By, whereW,, € W, = [1 : 2"F+]. The reliability of the transmission is given as:
Pr(Wy, # W) < € 2)

whereeg — 0 asn — oo, and W is the estimated message at BBR. The individual secrecy constraints at Bobs

and Eves are given by:

I(Wi;Yg,) < e, Y(k, 1) € (Kx {K\k}) 3)
I(Wi;Z2) < &3, V(k,e) € (K x &) (4)
wheree; — 0 andeys — 0 asn — oo, andK = {1,---, K}. Note that the individual secrecy constraints are

considered throughout this paper rather than the jointesgcconstraints. Les) represents the codeword in the
codebook to be transmitted im channel uses. This signal has to contain enough randomuelsgtgat the mutual
information leakage to Eves will vanish to satisfyl (4). Téfere, the secret codebook is generated as follows.
2n(Fx+1%) sequences are independently generated according to anqengaability distribution, wherey defines
the randomization rate. Then, these sequences are disttimto2" %+ bins, where the bin index is defined by,
As a result, each bin ha'fx codewords, and each codeword is represented by two indiegss} (W, Wi). In
the rest of the paper, we will requit€Sy; Y5, ) > Ry + R} to reliably decode secure message and randomization
at By, and I(Sk, Z.) < R} Yk € K andVe € £ to achieve message security in the sense of individual sgcre
(Note that randomization decoding is necessary to removggity in the codewords to reveal secret message at
Bob. In addition, this adequate amount of randomizatioriesghe security of the message. This is the well-known
Wyner’s wiretap code 1], specialized to the individualreey notion studied in this paper.) The secrecy constraint
(3), on the other hand, will be satisfied via ZFBF techniqueleyed at Alice.

The general signaling scheme that we consider in this papgivén by:

xhy = kasZ(Wk,W,f)—i- Z vt t=1,2,---,n (%)
kek meM

where = {1,--- K}, M ={1,---,M}. sl ~ CN(0, Ps,) is the information signal for Bolz at time¢, and
vi € CNa*1 s its normalized beamforming vector such thgtv, = 1. j¢ ~ CN(O,P,(nj)) andv$) € cNax1 are

the m-th TxFJ signal at time and its beamforming vector, respectivelM. is the number of independent TxFJ
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signals, and it will be explained later in detaily?) is a unit vector as well. The RxFJ signal transmitted by Bobs
is given byz;, = j,, wherej, ~ CN(0, P,), Vb € B. In this work, we only consider the linear beamforming. Even
though it is a suboptimal technique for broadcast chanitedggnificantly reduces the implementation complexity.
In addition, the authors i [20] and [21] show that sum-raeefgrmance of zero-forcing beamforming is close to
the optimal solution asymptotically. In Sectiénl IN; is designed such that only the intended receiver gets the
information signals? (W, W), and no TxFJ/RxFJ signal is utilized. On the other hand, iSedV] considers
how to design the beamforming vectors of TxFJ signals intaadio the beamforming vectors of the information

signals with and without the knowledge of ECSI.

Ill. BEAMFORMING TECHNIQUES WITHKNOWN ECSI

In this section, it is assumed that the channel state infoomaf eavesdroppers (ECSI) is known to Alice
and Bobs. Thus, without any friendly jamming signal, it cam dnsured that Eves don’t receive any information
regarding messages. To do that, a well-known zero-forciegntforming (ZFBF) technique is employed. This
technique basically allows to cancel out any signal at ang Biven its CSI. As a result, all of the information
signals are canceled out at Eves and unintended Bobs. ®herefecurity constraints given ifl (3) arid (4) are
satisfied, whereR; is assigned a8 (no need to use randomization rate since Eves don’t receiyéndormation
signals). Correspondingly, the transmit signal at Alicgiien by:

Xy = Y st (Wi, W), K={1,--- K}, (6)

kek
To implement ZFBF technique, precoding vectey, is set such that Eves and Bobs exc&ptdon’t receive the

information signal,s;. Let's define the joint channel matrix from Alice to theseaiers as
& T T T T T T T
Hp, =[hap, ---hyp, hap,, . ~~hag hap - hug .

Let the singular value decomposition (SVD) of this matrix Hg;, = Up, X5, V7 . We assume that each row
of ﬂBk is independent of each other (this is a valid assumptioresine antenna configuration at transmitters are
designed in this way), an¥ 4 > (L+ K —1). (This means that the row length of this matrix is larger thsicolumn
length.) Thusyank(Hp,) = (L + K — 1). Let V') correspond to the lagtV4 — L — K + 1) columns ofV .
Then,ng forms an orthogonal basis for the null spacefbjgk. Using this decomposition, we set the precoder as
Vi = ngv,(f). This way, Eves and the unintended Bobs will not be able teives;, since it will be nullified

at them. On the other hand, the new channel seen by the recié;ivbecomes(hABngZ) € CH*(Na—L=K+1)
Note that this reduces to an interference free channel. Domie the received signal power over this channel, the
second part of the precoder (i.@'.,(f)) should be designed as follows. Let the SVD of the new chaneetor be
(hABngz) = UpewXnew Ve, The first column ofV,,.,, forms an orthogonal basis for the range space of the
new channel. Consequently, the second part of the precatieb& chosen in this range space. Indeed, this vector
can be given as the following equation:

@ (hABngZ)*

— 7)
k ~ (2 (
hag, V|
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Overall, the precoding vector is designed as:

2)\*
g (s Vi)

e e (®)
“ s,V
Based on this scheme, the received signalB;atind Eves reduce to:
Yb, = hap visi(We, W) +nj, . VEkeK ©)
Zg = TLZ, Ve € € (10)

where = {1,--- ,K}.

IV. COOPERATIVEFJ
A. Known ECS

Using the proposed scheme detailed in the previous sec@nmunication rates of Bobs are maximized after
imposing the zero-forcing constraints to cancel out therimation signals at Eves and unintended Bobs. However,
the constraintN4 > L + K — 1, required by the previous strategy may not always satisfied.example, the
number of Eves might be very large so that- K — 1 > N 4. Moreover, even if this constraint is satisfied, having
a large number of Eves might cause a very poor system perfa@nésecrecy sum-rate or minimum transmit
power). The reason is that having more Eves results in mansti@nts, and the number of available dimensions
to beamform the information signals to the intended Bobsge(dity gain) decreases. Thus, not all dimensions at
the intended Bobs are utilized. Furthermore, for the emvirents where Line-of-Sight (LOS) propagation model is
more suitable to use, channels between the transmitterh@ntteivers are more likely to be correlated, especially
if the receivers are close to each other, e.g., distancesebatthem are shorter than 19 wavelength [23]. Let's
consider a scenario, where an eavesdropper is near one tdditienate receivers. When the information signal
intended to that receiver is canceled out at the eavesdrammieg ZFBF, this signal may become very weak or
even canceled out at that receiver as well.

In this section, we propose a strategy that requires zenwnig constraints only for unintended Bobs. Thus, the
security constraint given irf}(3) is satisfied as previousiyglained. To satisfy[{4), Alice sends TxFJ signals such
that they are canceled out at the legitimate receivers byFZRBd their signal strength at Eves is maximized.
This way, Bobs will not be affected from the TxFJ signals, déimel channels of Eves will become weaker. Note
that the proposed scheme only requires the constraint,> K rather thanNV, > (L + K — 1). Consequently,
precoder design for the information signals will have maeeflom, as the zero-forcing constraint, which nullifies
the information signals at Eves, is no longer active. It nsetimat better precoders can be chosen to increase the
signal strength at the intended receivers. For scenarioghioh LOS propogation is dominant, like the previous
scenario, let's assume that one of the eavesdroppers andfdhe legitimate receivers are close to each other so
that their channels are highly correlated. Then, since thieJTsignals is zero-forced at the receiver, their effect
may be weak or even vanished at the eavesdropper as well. dwayae this problem, we utilize full-duplex

communications. In our model, Bobs are capable of transmitind receiving signals over the same frequency
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band at the same time. As a result, we propose sending RxRalsifom Bobs. That is, while TxFJ ensures
that Eves, whose channels are uncorrelated with Bobs, willalmmed, RxFJ will aim to keep the vicinity of
Bobs secure. Besides, whenever a new receiver is servedibg, Aine TxFJ dimension is sacrificed. Thus, new
Bob coming to the system pays for its service by injecting Rskgnal into the system, so the total number of
dimensions occupied by TxFJ and RxFJ is kept constant. Bhisiportant as more dimensions allow to design
more effective friendly jamming signals.

Based on the proposed scheme, the transmitted signal & iligiven by[(b). The precoders of the information

signals are designed as follows. Let’s define
I:IBk = [h£31 T hin,lthHl "'h?;BK]T (11)

Let SVD of this matrix befip, = Up, X5, V, . We assume that each row B, is independent of each other,
and N4 > (K — 1), sorank(Hp, ) = (K — 1). Let V$;) correspond to the lagtV4 — K + 1) columns of Vg,
Then,Vgg forms an orthogonal basis for the null spacefbfgk. By following the same steps as we did in the

previous section, the precoders of the information sigaaésgiven as:

2)\«

_v® (hABkV(B;z)

Vi = Vb, e
”hABkVBk”

Note that, we have more freedom to select the best possibtogers for the information signals using this strategy

(12)

as compared to the previous one, since the null spadég)j gets larger.

Our precoding design for TxFJ signals is as follows. Fimstsldefine
Hup = [h£31 o 'thK]T (13)

Let SVD of this matrix bé 45 = UapXapV7 5. We assume that each rowHf, 5 is independent and/ 4 > K,
sorank(Hap) = K. Let fog correspond to the lagtV, — K') columns ofV 4 5. Then,Vfg forms an orthogonal
basis for the null space @ 45. As a result, each column df’ffg corresponds to the precoder of an independent
TxFJ signal so that the null space of the channel matrix batwdice and Bobs can be fully covered by friendly
jamming signals. This also implies thal = Ny — K. If V%)B(m) represents then-th column of that matrix,

TxFJ signal precoders are given as:

Vg):VX)B(m)a VmE{l,"'7NA_K} (14)

B. Unknown ECS

In this section, we assume that Alice doesn't know ECSI. Hareshe knows some properties of eavesdropper’s
channels such as its first- and second-order statistics.ti#&e @ strategy very similar to the previous one. Here, the
precoding vectors of the information messages are detedfinllowing exactly the same steps as in the previous
section, since ECSI is not used in their design process.gbieg the precoders of the TxFJ signals also follows

the same procedure as explained in the previous section.
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V. SECUREQUALITY OF SERVICE
A. Known ECS

In this section, we consider a problem that aims to minimieetbtal power allocated to the information signals,
the TxFJ signals, and the RxFJ signals while maintairBegure Quality of Service (SQo0S) requirements. These
requirements ensure that the mutual information betweenirtformation signal,s;, and the received signal at
the intended receiveny, is above a certain threshol®;, + R7 (sum of the individual secrecy rate and the
randomization rate of;), and the mutual information between the information sigeg and the received signal
at the eavesdropper,, is below a certain threshold;}; (the randomization rate af,). Furthermore, we assume that
the power constraints given il (1) still need to be satisfi¢ele, we assume that Alice knows the channels between
herself and all the receivers including the eavesdroppeisthe channels between each receiver pair (including the
channels between the legitimate receivers and the eaygsehs). This assumption will hold, e.g., when Bobs send
their channel information to Alice. This information excigge will cause an overhead on the system performance.
However, the control bits can be used to perform such a tauki,ta effect will be negligible compared to data

transmission. Consequently, the problem formulation v&igias:

pT,eri;?éi%e Z Ps, + Z PY 4 ZP;,

A k b
PT(Y{) VmeM e meM eB
P, YbeB

s.t. Z Ps, + Z Pr(ﬁj) < pA

ke meM

P, < pb, Vbe B
I(Sk;Yp,) > R + RE, Vk € K (15a)
I(Sk; Z.) < RE, Yk € K, Ve € € (15b)

where X = {1,--- , K}, M = {1,--- ,Na — K}, B = {1,--- ,Bg}, and & = {E1,---,EL}. Given the
communication scheme described in the previous sectiannthtual information betweel§;, and Y, is given

by:
I(Sk;Yp,) =log(1 + SINRp, ), Vk € K (16)

where
Ps, [hap, vi|?

aPBk |thBk|2 + Zle{/C\k} PBl|hBlBk|2 +1
Similarly, the mutual information betwee$), and Z. is given by:

Ps, hacvy|?
A+B+C+ 1) (17)

Vk € K andVe € £. A = Y pevy Polhacvil’, B =Y, e P haevi? |2, andC = Yy Pollue?. A, B,

and C' are the interference terms due to other information signet&J signals, and RxFJ signals, respectively.

SINRp, =

I(Sk; Z.) =log(1 +

Note that, since we consider the individual secrecy rates,interfering information signals help each other by
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decreasing the signal strength at each eavesdropper. Bagdd) and[(1l7), the constraints [D_(15a) and {15b) are,
then, given by:

Ps,|hap, vil* > %% —1)(aPp, |hp,5, >+ Y Pslhps)*+1), VkeK

le{K\k}
P, [haevi> < 2% = 1)( > Pglhaevil®+ Y PP hacvP P+ Polhwe|* +1), VE €K, Ve € &
le{K\k} meM beB

As a result, we have a linear programming problem, sincefali@constraints and the objective function are linear.

The achievable individual secrecy rate B, satisfies the following inequality.
RkS[I(Sk;YBk)—I(Sk;ZE)]Jr, Ve e &

Therefore, instead of separate SQoS requirements &s i &h8e(15h), the users may request a certain individual

secrecy rate. In particular, the constraints[in {15a) aidi)tan be replaced as follows:

Prgclndlrgze Z Ps, + Z P () 4 ZP;,

P(]) YmeM kel meM beB
Pb vbeB
s.t. ZPsk-i- Z PT(ﬁj) SP_A
keK meM

P, < pb, Vb e B
I(Sk§YBk) —I(Sk;Ze) > Rk, Vk € IC,VG et

where Ry, is a non-negative individual secrecy rate. However, thikesghe problem non-convex. Here, the same
problem formulation in[(1I5) can be used for a given set of camidation rate value®y. Note that,R{ is “designed

randomization rate” that confuses the eavesdropper, angrbblem reduces to choosing the optimal amount of
randomization to minimize the total power cost that sasisflee individual secrecy rate requirements. It can be

found by a line search method.

B. Unknown ECS

In this section, we assume that the first and the second otdlstiss of ECSI are known. In practice, based
on the current and the previous channel feedback from thgnhege receivers, Alice may obtain some knowledge

about ECSI. We assume that Alice knows

Kae = E[h’ hy,] (18)
Hbe = E[hZehbe] (19)
Ve =& ={FE1,--- ,EL} andVb € B = {By, -+, Bk}. As the channels are random, we consider replacing the

randomization rate constraint i (15b) with an outage aairgt i.e., the probability that the mutual information
between the received signal at an EZg, and each information signa$;,, is greater than or equal to the designed

randomization rateRy, is smaller thare;,. Particularly,

Pr{I(Sk;Ze) > Ry} < e, Yk e K
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PSkV;;hfqehAer
D+F+G+1

= Pr{Ps, vih’ hav, — (2% — 1) (D + F + G) > 25 — 1}
_ E[Ps,vibj haevi — (27 —1)(D + F + G)]

Pr{I(Sk; Z.) > R} = Pr{log(1 + ) > Ry}

= 2Ry 1
Py viKuaevip — (25 — 1)(D+ F + G)
N 2Ry 1

PSkVZKAer — (2R2 — 1)(D + F + G)
285 — 1

Sl— \L/l—ek (21)

In a scenario, where there is only one eavesdropper, thisegsion can be used. Nevertheless, if there lare

eavesdroppers, this outage probability should be modifsefbliows:
1— (1 —Pr{I(Sk; Ze) > RfD* < ep, Yk €K
Pr{I(Sk;Ze) > Ri} <1— V1—¢€, VkeEK (20)

Note that we assume all Eves have the same channel prop8gigsegrating the equation il (IL7) into this outage
probability expression, we obtain the first and the secongkips in [21), whereD = Zle{,c\k} Pg,vihY haevy,
F=3 cm Pﬁf) (v%))*h*AehAev%), andG = ), .z Pyohj. hee. Nevertheless, it is not possible to obtain a tractable
problem by using this outage constraint. Thus, we exploitkda’s inequality, which states the following:

E[X]

a

Pr{X >a} <

wherea > E[X]. Therefore, the outage expression can be upper-bounded Markov's inequality as in the
third expression in[{21). By assuming the channels are ze&anmthis can be modified as in the forth expression,
whereD = Yicpovky PsiviKaevi, F=% cm P,(nj)(vﬁ,{))*KAev%), andG = 3", .5 Pyuse). Note that we can
still write a similar inequality for non-zero mean channabe. As a result, the constrainf(20) is converted to the

constraint seen in the last equation [of](21) forfak K.

V1. SIMULATION RESULTS AND DISCUSSIONS

The channel gain from each transmit antenna to each recefearsa is modeled as:
h=+VPd—2G (22)

whereP andd are the product of the receive and transmit antenna gainthendistance between the corresponding
antennas, respectivelgi ~ CN (0, 1) represents fading effects of the channel. We assume thabtlier budgets at
Alice, P4, and each receiveR;, Vb € BB, are 200 dB and 20 dB, respectively. We #&t= 100 dB throughout the

simulations. We assume that we have an area with dimensi@x2®meters, and Alice is located in the middle.
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Fig. 2: Total power cost vs. designed randomization r&tg, with different number of Bobs and Eves.

In all simulation results, we show the average values of 2diff@rent events, where Bobs and Eves are located

independently unless otherwise specified. The number ehaat at Alice N4, is set to 10.

A. Comparison between ZF and FJ

Zero-forcing (ZF) and friendly jamming (FJ) techniques argoduced in Sectiof Il anf1V, respectively, for
the scenarios where ECSI is known. Here, the performancésest techniques are compared with each other in
terms of power cost. We solve the probldm](15) where 0 and R, = 2 bits/secVk € K. Fig.[2 shows the effect
of designed randomization rat&;;, on the total power cost for different number of Bobs and E&fsis assumed
to be the sam&k € K. Since Eves don't receive any signal other than AWGN in ZFeca® randomization rate
is required. The optimal randomization rate for ZF is zer@asfirmed by the numerical results. We observe that
if the number of Eves increases, the performance gain ofyusihover ZF also increases. The main reason is the
decrease in multiplexing and power gain of ZF. Also, theltp@wer cost function seems like convex over the
designed randomization rate, even though it is not the cageneral. The reason is that more power is needed to
satisfy [15b) for small values aRky. On the other hand, for large values Bf, even though it becomes easier to
satisfy [15b),[[15a) needs more power to be satisfied. Theores that SINR depends @+ 7k,

Next, using the same setup with 3 Bobs and 5 Eavesdroppersyabeated the effect of the individual secrecy
rate, R. We obtain Fig[l3fa) assuminl, = R Vk € K. Power costs are derived for each randomization rate, and
the optimal randomization rates are found by line searchhatktin all the cases, FJ is more effective than ZF, but
the performance gain of ZF decreases witilelecreases. We also note that the power cost exponentiatlyases
with the individual secrecy rates.

So far, all of the channel entries are generated indepelydétgre, we consider the scenario where one of the
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Fig. 3: Total power cost vsi(a) individual secrecy rafe,(@) channel correlation coefficient, with 3 Bobs and

5 Eves.
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Fig. 4: Total power cost vs. self-interference suppressiio, «, in correlated and uncorrelated channel cases with
2 Bobs, 6 Eves, andk; = 2 bits/sec.vk € K.

legitimate receiver's channel is correlated with that ofeavesdropper. We randomly associate each Eve with a
Bob assuming the correlation between their channels i&s seen from Fig[JB{b), when the correlation between
the channels increases, FJ starts outperforming ZF. Sines et stronger when the channels are more correlated,
much more power have to be allocated to satisfy SQoS reqgamamHere, we sek = 3, L = 5, and R, = 1
bits/sec.Vk € K.
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and R, = 3 bits/sec.Vk € K.

The effect of self-interference suppression ratipjs investigated in Fid.]4. We sét = 2, L = 6, and Ry, = 2
bits/sec.Vk € K. Note that, there is no difference in the performance foied#nt values oty in the uncorrelated
channel case. This shows that RxFJ is not used in this cas¢éheOother hand, we assume Eves are located near
Bobs in the correlated channel case, while the correlatimfficient of the channelg, is equal to 0.8. Unlike the
previous case, as increases (corresponding to less SIS), the power consomptiFJ also increases. As a result,
if there is an eavesdropper near the legitimate receiver,itanchannel is correlated with that of the receiver, the
receiver should use RxFJ to secure its vicinity. Otherwssece Bob has single antenna (no diversity gain), it is

not efficient to use RxFJ.

B. Unknown ECS

In this section, we show the performance of using coopexdii)/in the scenarios where ECSI is unknown. The
objective is to satisfy an individual secrecy outage prdigtbeing less than or equal to a certain thresheld,
(Throughout these simulations, it is assumed that all ofubers request the samg The simulation parameters
in Fig.[d are given bya = 0, K = 4, L = 4, and Ry, = 3 bits/sec.Vk € K. We investigate the effect af on the
objective function when the channels are correlated/uetaied. We further assume that there is one eavesdropper
near each Bob in the correlated channel case, and the chemeféitient is equal to 0.8 between them. First, it
is observed that has no effect on the system performance in the uncorreldtadnel case. On the other hand,
the total power cost slightly decreases within the correlated channel case, and it requires more poveat th
the uncorrelated channel case as expected. However, orld @xquect to observe more reduction on the objective

function asc gets higher in both cases. The reason why this is not obs&tedt small amount of power allocation

April 8, 2016 DRAFT



15

60

©+Q Correlated Channels with p = 0.8
4+ Uncorrelated Channels

501

g a0} N
: o
03)30 : 7
o
: :
et
2 20 . #
\‘\ \‘ﬁs‘
)
10t " |
B - D
PRIEE ARTE
(”HHHQYH Q “H‘H‘ L L L L L
0.5 1 1.5 2 25 3 3.5 4 4.5 5

Individual Secrecy Rate

Fig. 6: Total power cost vs. individual secrecy rate with mown ECSI, wherex = 0, K = 3, L = 3, ande = 0.1.

to FJ is enough to satisfy SQoS constraints due to the statst ECSI (the interference of the information signals
at Eves is enough to provide the individual secrecy).

Next, the effect of individual secrecy rate is observed i [Bi, where Bobs request the same amount of individual
secrecy rate. Some of the simulation parameters are chaugedhatx’ = 3, L = 3, ande = 0.1. Again,p = 0.8
in the correlated channel case. As expected, the corretéi@onel case demands more power to satisfy the SQoS

requirements than the uncorrelated channel case.

C. Comparison of Different Jamming Strategies

We show the performances of 3 different FJ strategies, nanoaly RxFJ, only TxFJ, and cooperative FJ
(TxFJ+RxFJ). The following simulation parameters are useffig. [d@):a = 0, K = 3, L = 3, andy = 2
bits/sec.vk € K. First, we compare the results with respect to channel lkadiva coefficient by assuming Eves
are located near Bobs. TxFJ+RxFJ has the best performarmegaiime others. In addition, TxFJ outperforms RxFJ
until p = 0.4. After that, the performance of RxFJ becomes better thanJ;TsiRce the beamforming vectors make
TxFJ signals weak at the eavesdroppers as the channelatmmehcreases. On the other hand, Ei§] 7(b) compares
these three strategies when there is no correlation betale@mels. As mentioned before, TxFJ and TxFJ+RxFJ
almost have the same performance, whereas RxFJ requirespoaer than the others.

The simulation is repeated for unknown ECSI case in Eg. 8(#) the same parameters assuming that each
Bob requires the outage probability constraint for onlyritarest Eve. When the channel correlation coefficient
increases, the required power for TxFJ strategy increasee mhan the other cases. In FIg[18(b), uncorrelated
channels are assumed. The result shows that all of thegitathave the same performance, since the interfering

signals at Eves is enough to satisfy SQoS as mentioned bé&worzrall, considering all of different cases, where
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ECSI is known/unknown or the channels are correlated/uatadied, TxFJ+RxFJ strategy is the best one among

other jamming strategies to provide confidentiality for thfermation messages.
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D. Comparison of Different Scheduling Schemes

We average over locations of the users (locations are aunfsiaa block of transmission times and randomly
chosen between blocks). Moreover, to obtain the previounsenical results, all of these users are served so that they
could achieve the given individual secrecy rate constsaheach time. Here, we investigate whether the total power
cost can be reduced further by serving only some of the u$erachieve the same individual secrecy sum-rate, the
served users should require a higher individual secreey Fatrthermore, the scheduling criteria should make sure
that all of the users achieve the same average individuaésgcate in the long term. For example, let us assume
that there are 6 Bobs and 5 Eves, and the individual secréeycamstraint of each Bolizy, is given asr. In this
case, the instantaneous individual secrecy sum-rate wirikelqual to6r. However, instead of serving all of them,
consider scheduling the closest 3 Bobs (to Alice) for eactll Then, the individual secrecy rate requirement of
each of these selected Bobs would be equahtolf two of them were selected, this requirement would be equa
to 3r, and so on. We compare the results of such a scheduling scineRigs.[9(a) and1@{b). Different Bobs are
selected for each communication block, since a differepolmgy is created each time. We didn’t incorporate a
mobility scheme which models a more realistic network mpdsl this is not the scope of this paper. However,
it can be thought as Bobs are moving very fast so that the egyotompletely changes at each block. [Eilm 9(a)
is obtained for the case of known EC$l,= 0, « = 0, K = 6, L = 5. Number of scheduled Bobs at a given
time is showed in the legend. Note that the x-axis represe@saverage individual secrecy rate over 6 Bobs.
(Horizontal bars indicate standard deviation of the adierates. We note that the number of repetitions, which is
5000, is enough to have almost equal rates in the long termtheé\low power regime, the proposed scheduling

scheme outperforms the regular one, which allows all Bobactieve a higher average rate. However, after some
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threshold point, the proposed scheme consumes much mor ploan the regular one. This shows that satisfying
6 individual secrecy rate constraints with ratés low costly than, for instance, satisfying 3 such constsawith

rate 2r. The reason is that the power is exponentially increasds thié required rate due to the log function. On
the other hand, Fid.]B(b) shows that the regular scheme allvag a better performance, where Eves are located
around Bobs, and the channel correlation coefficient betvBabhs and corresponding Eves is equal to 0.9. In this
case, selecting the closest Bobs to Alice makes the perfwenaorse because Eves are also close to Alice due
to the previous statement (they are in the vicinity of Boli$)e effect of number of Eves is also studied, and the
results show that performance of the proposed scheme Igligitcteases relative to the proposed one. Moreover,

similar results are obtained for unknown ECSI case.

VIl. CONCLUSION

In this paper, we considered the scenario where a transmsiteds/ independent confidential data streams,
intended toK legitimate receivers in the presence bfeavesdroppers. With the knowledge that the security
applications require guard zones around receivers up toal@lengths, we proposed using RxFJ along with TxFJ.
That way, even if an eavesdropper has a highly correlatedngiavith that of any legitimate receiver and is able to
cancel out TxFJ, RxFJ keeps facilitating confidentiality fiee information signals. To be able to send RxFJ from
the receivers, we considered full-duplex receivers. Thieseivers are capable of partial/complete self-interfege
suppression. We used zero-forcing beamforming technigueonly to remove the TxFJ interference at intended
receivers but also to hide the information signals from thmtended receivers. We showed how to design practical
precoders for information signals and TxFJ signals. We tdated a minimum power allocation problem to the
information signals, TxFJ signals, and RxFJ signals undeain Secure Quality of Service requirements. We solved
this problem with/without the knowledge of eavesdropp&3. We obtained the optimal amount of randomness to
confuse the eavesdroppers via numerical analyses. Thiesrekawed that using RxFJ together with TxFJ increases
the system performance in multiuser MISO systems espgaidien the eavesdropper channels are correlated with
that of the legitimate receiver.

Throughout this paper, only Bobs are assumed to have fplleducapabilities. We note that when Eves have
such full-duplex capabilities as well, they would be ablesémd jamming signals to decrease the signal strength at
Bobs, while simultaneously eavesdropping the informatimessages over the same frequency. Problems that can
arise from this model is left for future studies. We alsoiatited a study of scheduling schemes (here, based on
the distance between Alice and Bobs) to further decreas@din@r cost. The results showed that under certain
conditions, different scheduling methods can increaseptréormance. Therefore, the effect of other scheduling

strategies in the context of secret communications will dggorted elsewhere.
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