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Abstract—This paper studies the individual secrecy
capacity region of the broadcast channel with receiver
side information. First, an achievable rate region is
established for the discrete memoryless case by employ-
ing superposition coding. Further, it is extended to the
corresponding Gaussian case, where the individual se-
crecy capacity region is characterized in case of a weak
or strong eavesdropper (compared to two legitimate
receivers). For the case left, inner and outer bounds are
established and the individual secrecy capacity region is
characterized for the low and high SNR regimes. Note
that the last case is distinctive due to the individual
secrecy constraint, in the sense that positive rate pair
is still possible although the eavesdropper may have
the advantage against at least one of the legitimate
receivers over the channel, unlike the situation if the
joint secrecy constraint is imposed.

I. INTRODUCTION

In this paper, we consider the problem of secure com-
munication over the broadcast channel with receiver side
information (BC-RSI) as shown in Fig. 1. In this model,
the transmitter wants to send two independent messages
to two receivers which have, respectively, the desired
message of the other receiver (already available in their
possession, e.g., due to previous communications) as side
information.

Note that the broadcasting capacity region of BC-RSI
(Fig. 1 without an eavesdropper) is completely character-
ized in [1]. For BC-RSI with an external eavesdropper, the
authors in [2] proposed achievable rate regions and outer
bounds subject to a joint secrecy constraint (whereby the
information leakage from both messages to the eavesdrop-
per is made vanishing). Differently from [2], we focus on
the problem under individual secrecy constraints that aims
to minimize the information leakage from each message to
the eavesdropper [3]. A parallel work [4] has considered
both the joint secrecy and individual secrecy aspects of
BC-RSI. Nevertheless, both [3] and [4] considered only the
discrete memoryless case.

This work is a continuation of our previous study on BC-
RSI with individual secrecy constraints [3]. As mentioned
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in [3], the concept of individual secrecy is motivated by
the fact that a joint secrecy constraint can be difficult or
even impossible to fulfill in certain cases. For instance,
if the eavesdropper has the same or a better channel
observation than at least one of the legitimate receivers,
then under joint secrecy constraint, positive rate pair for
both legitimate receivers is not possible at all. In such
cases, the individual secrecy serves as a more realistic and
affordable security solution.

The main contributions of the paper are as follows.
First, we propose an achievable individual secrecy rate
region (which generalizes the results provided in [3], [4])
by employing superposition coding. Further, the coding
scheme is extended to Gaussian case to characterize the in-
dividual secrecy capacity region in case of a weak or strong
eavesdropper (compared to two legitimate receivers), and
to derive an inner bound in case that the eavesdropper’s
channel is stronger than one receiver but weaker than the
other. In particular, for the last case, we also provide an
outer bound, which together with the inner bound, gives
the individual secrecy capacity region for the low and high
SNR regimes.

II. SYSTEM MODEL

Consider a discrete memoryless broadcast channel given
by p(y1,y2,z|z) with two legitimate receivers and one
passive eavesdropper, as shown in Fig. 1. The transmitter
aims to send messages mi, my to the legitimate receiver
1,2, respectively. Suppose z" is the channel input to
convey mi,me in n channel uses, whilst y} (at receiver
1), y& (at receiver 2) and z™ (at eavesdropper), are the
channel outputs. Besides, my (available at receiver 1) and
my (available at receiver 2), serve also as side information
that may help to decode the desired message.

Denote the average probability of decoding error at
receiver i as P.;. The rate pair (R, R2) is said to be
achievable, if for any € > 0, there exists an encoder-decoder
pair such that
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Fig. 1: BC-RSI with an external eavesdropper.

for i = 1,2 and for sufficiently large n. Note that (1) corre-
sponds to the targeted transmission rate; (2) corresponds
to the reliability constraint at the legitimate receivers;
while (3) corresponds to the individual secrecy constraints
against the eavesdropper.

III. DISCRETE MEMORYLESS BC-RSI WITH AN
EXTERNAL EAVESDROPPER

Theorem 1. An achievable individual secrecy rate region
for BC-RSI is given by the set of non-negative rate pairs
(R1, R2) such that

[ I(V:V|U) + min{I(U: V), I(U; Ya)},
R < mm{ I(V:Yi|U) = I(V; Z|U) + Ro )

[ I(V:Ya|U) 4+ min{I(U: V1), I(U; Ya)},
Ry < mm{ IV Ya|U) = I(V; Z|U) + Ry )

over all p(u)p(vlu)p(x|v) subject to I(V;Y;|U) >

I(V; Z|U) fori=1,2.

Proof: To establish the achievability of the above
region, we utilize the superposition coding with embedded
one-time pad and secrecy coding approaches.

Rate splitting: We split My = (Mg, M1sk, M1s) and
MQ = (MQk,MQSk,MQS), with both Mlk and Mgk of
entropy nRy, both Mg, and Msg, of entropy nRgk, M
of entropy nRys and My, of entropy nRss. Thus we have
Ri = Ry, + Ry, + R1s and Ry = Ry, + Ry + Ras.

Codebook generation: Fix p(u),p(v|u). First, randomly
generate 2"%* i.i.d sequences u™(k), k € [1 : 2"f*], accord-
ing to p(u). Secondly, for each u™(k), according to p(v|u),
randomly generate i.i.d sequences v"(k, sk, 1s,2s,r) with
(sk,18,25,7) € [1: 2nF8sk] x [1: 2781s] x [1: 27R2s] x [1 :
2nR7,].

Encoding: To send messages (mq,ms), choose u™(k),
where k = mj, = mp®may. Given u™(k), randomly choose
r € [1 : 2" and find v"(k, Mgy, m1s, Mas,r), where
Mgk = My, ©Magk. Generate 2™ according to p(z|v), and
transmit it over the channel.

Decoding: Receiver 2, upon receiving yg, finds u"(l%)
such that (u"(k),y%) is jointly typical. With the knowl-
edge of myg, decode Mmor = myp P k. Correspond-
ing to u"(k), with the knowledge of my, further find
v”(l%,msk,mls,mgs,f) which is jointly typical with y%;
and decode rhosk = (misk @ 7hsk). Thus, me =
(Mg, Mask, Mas).

Receiver 1, upon receiving yp, finds u™(k) such that
(u™(k),y}) is jointly typical. Corresponding to u"(k),
further find v”(fm Mgk, M1s, Mas, T) which is jointly typical
with yi. With the knowledge of ma = (mag, mask, mas),
decode my = (mog B k, mask ® Mgk, M1s)-

Analysis of the error probability of decoding: Assume that
(My, Ms) = (my, mg) is sent. First consider P, 5 at receiver
2. A decoding error happens iff one or more of the following
events occur:

Ear ={(u™(mag & may), y5) & TV},
Exp ={(u"(
Ea3 ={ (V" M1k & Mok, M1k ® Mask, M1s, Mas, 1), y5) & TLM Y,
Eaa ={(v"(

(Mg Mg 7)) # (Mot © Mgy, Mas, )}

max ®mhy), yy) € T for some mby, # may},
mix © mag, m;ka Mis, m/QSﬂ T’/), y;) € 7;(71)7

Thus P2 can be upper bounded by P.o < Pr(&;) +
PT(EQQ) + PI‘(523) + PI‘(524). By the LLI\I7 Pr(Sgl) and
Pr(&23) tends to zero as n — oo. For Pr(&s), since
u™(mb,, @ may) is independent of (u”(max & may),ys) for
mb,, 7# Moy, by the packing lemma [5], Pr(&£22) tends to
zero as n — oo if

Ry < I(U;Y3). (4)

For Pr(&24), note that if (ml,,mb5,7") # (mis &
Mask, Mas, ), then for given u"(k) with k = mqy © moy,
v (k,ml; ,mis,mh,7") is independent of (v™(k,misx @
M2sk, M1s,M2s, r)7 y?) By the packing lemma [5]’ Pr(€24)
tends to zero as n — oo if

Rsi + Ras + R, < I(V; Y2|U). (5)

At receiver 1, the decoder makes an error iff one or more
of the following events occur:

Enn ={(u" (my © may, y}) ¢ T3,
Ero ={(u™(my, ® mak),yl) € TE(") for some m'y;, # ma},

E1z ={(0"™ (M1k © Mok, M1sk ® Mask, M1s, Mas, ), y7) ¢ TV,

514 :{(Un (mlk ® mog, m;ka mllsa mas, T’/), y?) € 7;(71)7
(m;kv mglsa T/) 7é (mlsk ® mask, M1s, T)}

So P.; can be upper bounded by P.; < Pr(&) +
Pr(glg) + Pr(513) + PI‘(514). By the LLN, Pr(gll) and
Pr(€13) tend to zero as n — oo. For Pr(&p), since
u™(max, & m);) is independent of (u”(max & may),ys) for
m/y, # mak, by the packing lemma [5], Pr(£12) tends to
zero as n — oo if

Ry < I(U; 7). (6)

For Pr(&14), note that if (ml,,mi,, ") # (Mg &
Mask, M1s,7), then for given u"(k) with k = my, © moy,
0" (k, ml, ,m,, mas,1") is independent of (v™(k,misx @
Mask, M1s, Mas,T), y}). By the packing lemma [5], it tends
to zero as n — oo if

Ro, 4+ Ris+ R, < I(V;Y1|U) (7)



Analysis of individual secrecy: Due to the symmetric
roles of receiver 1 and receiver 2, we only need to prove
the secrecy of one message (e.g., My). The other (e.g., the
secrecy of Ms) follows by a similar proof.

For the secrecy of M7, we have

I(My; Z"™) =1(May, Misg, Mis; Z™)

=I(My; Z") + I(Mys, Mys; Z" | My)

@y Mgk, Mis; Z™| M)

(
(

=1(My; Z"| M) + I(Mys; Z" | Mg, M)
(

(:)I Mls; Zn|M1k7Mlsk)

=H(My) — H(Ms| Mg, Mysi, Z™)

()
<nRys — H(Ms| My, Z™),
where (a) is due to the fact that I(Mi;;Z™) = 0 by
I(Myy; Z™) < I(Myg; Z™, My) = I(Myy; My) = 0, which
follows by the Markov chain My, — My — Z™; (b) follows
from the fact that I(Mjsk; Z"|Mix) = 0 by
H(Myg|Z", M) >H (Mo | 2™, My, My, Mgy)
=H (Mo | My, Msy,)
=H (M) = H(M | M)
(¢) is due to the fact that H(Mis|Mig, Misk, Z™) >
H(Myg| Mg, My, Mg, Z™) = H(Ms| My, Z™), where the
last equality is because My, Mis; are independent of
Mg given My, Z™, which is due to the Markov chain
Mys — (27, M) — (Mg, Mist)-
To complete the proof that I(M;; Z™) < nd’(¢), we show
in the following H (M, Mas| My, Z™) > n(Ry1s + Ras) —
nd’(e) that implies H(M;s|My, Z™) > nRys — nd’(€).

d
H(Myq, M| My, 2y L H(M;,, My |U™, Z7)

H(Mys, Mas, Z"|U™) — H(Z™|U™)

=H(Mys, Mas, 2", V"|U") — H(V"|U", M15, Mas, Z")
—H(Z"|U"™)

=H(WV™U™) + H(Z™" U™, V") — HV"|U", M1, Mas, Z")

- H(Z"|U"™)

(e
>n(Rsk + Ris + Ros + Re) + nH(Z|U,V)

—nH(Z|U) — ne
DRy, + Ray) —nd'(€)
where (d) is due to the fact that U™ is uniquely
determined by My; (e) follows from H(V™|U") =
n(Rsk + Ris + Ras + R.) by the codebook con-
struction and the choice of V™ is randomly chosen
based on My, Mg, Mys, Mss which are presumed to
be uniformly distributed; moreover, H(Z"|U™, V™) =
Sor  H(Z|U;,V;) = nH(Z|U,V) since the channel is
discrete memoryless; and, H(V™|U™, Mg, Mas, Z™) < ne
due to Fano’s inequality by taking

Rsk+Rr§I(V;Z|U)_6/7 (8)
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Fig. 2: Gaussian BC-RSI with an external eavesdropper.

since the eavesdropper can decode V™ reliably by us-
ing typical set decoding given (U™, My, Mas, Z™); and
H(z|Um) = Y0 H(Z) 2, U") < Y, H(Z|U,) =
nH(Z|U); (f) holds by taking

Rsk + RT > I(V7 Z|U> - 26/ (9)

and ¢'(€) = e + 2¢.

Achievable individual secrecy rate region: Recall the non-
negativity for rates, the equalities imposed by rate split-
ting, the conditions for reliable communication at both
legitimate receivers, i.e., (4)-(7), and individual-secrecy at
the eavesdropper, i.e., (8)-(9).

Eliminating R, Ry, Rsk, R1s, Ros by applying Fourier-
Motzkin procedure [5], we get the desired region. ]

Remark: Interestingly, we observe that:

1) Setting Y3 = 0, i.e., Ry = 0, the region coincides with
the secrecy capacity region of the wiretap channel [6].

2) Letting Ry, = 0 (ie., U = 0) and Rg = 0 and
applying Fourier-Motzkin procedure, the derived region
reduces to an achievable region under the joint-secrecy
constraint (indicated by the above secrecy proof), which
coincides with the one established in [2].

3) Letting Ras = 0 and applying Fourier-Motzkin pro-
cedure, the derived region reduces to an achievable region
which includes [3, Proposition 6].

4) Taking U = V = X, the region reduces to the one
in [3, Proposition 3], which turns out to be the capacity
region in case of a strong eavesdropper.

5) Taking U = 0, the region reduces to the one in [4,
Lemma 2]. Further taking V' = X, it reduces to the one in
[3, Proposition 5] and [4, Theorem 2], which turns out to
be the capacity region in case of a weak eavesdropper.

IV. GAaussiaAN BC-RSI WITH AN EXTERNAL
EAVESDROPPER

In this section, we consider the discrete-time Gaussian
BC-RSI as shown in Fig. 2. Suppose X is the channel input
with a power constraint P and the signals received by both
receivers and the eavesdropper are

Y) =X + Ny;
Yo = X + No;
7=X+N.,,



where N1, Ny and N, are additive white Gaussian noise
(AWGN) independent of X. Without loss of generality,
we assume that N; ~ N(0,0%), Ny ~ N(0,03) and N, ~
N(0,02), respectively. According to the noise level in the
channels to both receives and the eavesdropper, the overall
channel can be regarded to be stochastically degraded
in different orders. For simplicity, we only consider their
corresponding physically degraded instances. The reason
is that the same analysis can be easily extended to the
stochastically degraded cases. So the following scenarios
are of our interest (w.l.o.g., we assume o1 < 03):
1) 02 > 02 > 0%, ie, X = Y, = Yy = Z forms a
Markov chain,
2) 03 > o} > 02, ie,
Markov chain, and
3) 03 > 02 >0 ie, X - Y] - Z = Y, forms a
Markov chain.

X - 7Z — Y, = Y, forms a

The individual secrecy capacity of the first two cases
can be derived by extending the aforementioned achiev-
ability scheme for discrete memoryless channel model to
the Gaussian scenario (and, the converse follows from [3,
Proposition 3 & Proposition 5]). For the third case, we
show in the following subsections that we can approach the
individual secrecy capacity region as P > o3 or P < 02.

A. An outer bound

Proposition 2. An outer bound of the individual secrecy
capacity region for the Gaussian BC-RST when X — Y] —
Z — Yy forms a Markov chain is given by the set of the
rate pairs (R, Rg) satisfying

Ry <C (“—W)P) ;

— \yaP + o2

P
Rggngc(aQ)—C(
o1

for some a,y € [0,1], and C(z) =
Gaussian capacity function.

P
c >+R27
ag
1

2
e
1log(l + ) is the

Proof: We observe that
Z"X™) = h(Z"| My, My, X™)
"My, Ms) < h(Z™|My) < h(Z")

glog 2mea? = h(

<

a

h(Z
9 n

5 log 2me(P + 0?),

—~
=

where (a) is due to the fact that for a random variable
with a fixed variance, Gaussian distribution maximizes the
entropy. It implies that there exist a, v € [0, 1], such that

h(Z"| My) = g log 2me(aP + 02); (10)
W(Z"| My, My) = glog ome(yaP +02).  (11)
In particular, we have
(b)
MMMy = h(Z") — I(My; 2%) 2 B(Z") = nO(e)
h(Z"™|My) — nO(e)

Y

= g log 2me(aP + o2) — nO(e), (12)

which (b) is due to the individual secrecy constraint.
Similarly, we have

—~

glog 27rea§ = h(YP|X™) = h(YJ| My, M, X™)

< h(Y3 My, M) < h(Y5'|My) < H(Y3)
(
< g log 2me(P + 03).
There must exist a 8 such that
WY | My, Ms) = g log 2me(BP + o2). (13)
Therefore,
nRy = H(My) = H(Ms|M;) 2 I(Ms; Y| My) + nO(c)
= h(Y5'|M1) — (YQ"IMth) +nO(e)
(d) n P+o
< —
< 2lo 5P+ +n0() (14)

where (c) is by Fano’s inequality and (d) is due to (13).
Recall the Markov chain (M, M) — X" — Y" —
Z" — YJ'. Applying the conditional entropy power in-
equality (EPI) [5, p.22] we obtain
h(Y | My, My) > log [QnW MLM2) | 9re(a2 — 02)] .
In addition to (13), we have
h(Z™| My, M) < % log 2me(BP + 02).

Comparing to (11) which gives that h(Z"| My, M2) =
2 log 2me(yaP 4 02), we have ya < . Further, recall (14)
and we obtain

P+o n P+ 02
R n0O —log——= 0
n < Glog gpt e N CEL %8 o p ez tnOO)

= nC (m;) +10(e).

Letting € — 0, we obtain the desired upper bound for Ro
Now we proceed to bound R;. First we show Ry > Rs.

nRy =H(M;) = H(M;| M) > I(My;Y{"|M>)
=I(My; YY", Z"|M>) — I(M; Z" M2, Y7")

8

(15)

[(My; 2| Ms) + I(My; Y7 | M, Z7)
h(Z™|Ma) — h(Z"|My, Ma) + I(Mq; Y{" M2, Z"™)
h(Z™|Ma) — h(Z"|My, Ma)

~
VA

h(Z™) — h(Z"|My, M) — nO(e)
hZ"™|My) — h(Z™| My, M2) — nO(e)
:I(Mg,Zn|M1) —’I’LO(€)

|v v

(9)
S I(My; Y| My) — nO(e)
=H (M| M) — H(M3|M;,Y5") — nO(e)

(b
>nRy — nO(e),



where (e) follows by the fact that I(My; Z"| M2, Y") =0, = I(My; Z"|My) + h(Y{"|M2) — h(Z"| M)

which is implied by I(My, My; Z™|Y{") = 0 due to the — R(Y|X™) + h(Z7|X™)

channel degradedness, i.e., the Markov chain (M7, M3) — )

X" = Y = Z" = Yy (f) is due to the individual < nRy + h(Y"|Ms) — h(Z™|My) — h(Y*|X™) + h(Z"| X™)
secrecy constraint; and (g) is due to the channel degrad-  _ nRy + h(Y?|My) — h(Z"|M;) — h(NT) + h(N™)

edness, Le., (My, M) — X" — Y" — Z" = Y5 (h) is (m) n. (aP+o0%)o?

due to the Fano’s inequality. Finally, letting € — 0, we < pR, + —log ———1C 4 n0(e)
derive R; > Rs. 2 (aP +02)of
P P
On the other hand, we have — nRy +nC <i2> —nC ((Zz ) +n0(e), (20)
’an :H(Ml) :H(Ml‘MQ) 1 ¢
(%) . where (1) is due to the fact that I(My; Z"|M;) < H(Ms) =
<I(My;Y)"|Mz) + nO(e) nRy; and (m) is due to (12) and (19). Finally, letting ¢ —
=I(My; Y", Z"| M) — I(My; Z" | M2, YT") + nO(e) 0, we get the desired upper bound for R;.
) Letting € — 0, (15), (16) and (20) together establish the
:I(Ml,Zn|M2)+](M1,Y1n|M2,Zn)+TLO(6) outer bound. n
=h(Z"|Mz) — h(Z" M, M) Remark: Interestingly, v = 1 corresponds to the joint se-
+ I(My; Y| Mo, Z™) + nO(e), (17)  crecy constraint, since v = 1 implies that h(Z"|My, M) =

h(Z™) according to (11). However, in case of (M7, M) —
Y — Z™ — Yy, we have, under joint secrecy constraint,
that

where (i) is due to the Fano’s inequality and (j) is due to
the channel degradedness. Note that

I(My: Y| My, Z™
(M Y77 | My, 27) nRy = H(Ms) = I(My; YJ'| M) < I(My, My; Y3

= h(Y{"| M3, Z") — h(Y{"|My1, M5, Z"
( 1 | 2 ) ( 1 | 1 2, ) SI(Ml,MQ,an,Zn):I(Ml,MQ,Zn):O
< h(Y)'|My, Z") — h(Y{"|My, M3, X", Z7)
= h(Y{" | Mz, Z™) — h(Y{*| X", Z™) That is, only positive R; is possible. And, R; <
— WY, 27| Ma) — h(Z"|Ms) — (Y| X", Z") C (P/o%) — C(P/o?) is obtained by taking o = 1 via

) Wyner’s secrecy coding [7]. This is consistent with our
W (v M) + h(Z7Y) — h(Z"| M) observation in [3, Proposition 1].

—h(Y\", Z"|X") + h(Z"|X™) B. An inner bound

(k) n nijyn n
= h(Y{"|Ma) + h(Z"|Y") — h(Z"|Mb) Proposition 3. An inner bound of the individual secrecy
—h(Y"|X") — h(Z"Y{") + h(Z"|X"™) capacity region for the Gaussian BC-RSI in case that X —
= h(Y{"| M) — h(Z"|Ma) — h(Y]'| X™) + h(Z™ X ™), Y1 = Z = Yy forms a Markov chain, is given by the set of
(18)  the rate pairs (Ry, Ra) satisfying
where (k) follows by the fact that h(Z"|Ms,Y]") = R <C (1—~a)P\
R(Z™MY?Y) and h(Z™X™, YY) = h(Z"|Y?*) due to the =" \yaP + o2
Markov chain (My, My) — X" — Y* — Z™. ~aP ~yaP
Recall the Markov chain (Mj, M;) — X" — Y — Ry < By <C| -5 | O 5 | + R,
Z™ — Y. We apply the conditional EPI [5, p.22] and ! ¢
obtain where o,y € [0,1].
h(Z"™|Mz) > glog 25h(IM2) 4 9re(0? — 0%)} . Proof: For a fixed pair «,v € [0,1], one can derive an
inner bound of (Ry, Ry) by applying superposition coding
In addition to (10) which gives that h(Z"[M2) = a5 described in the following.

5 log2me(aP + 07), we have Codebook generation: Randomly and independently gen-

) erate 2"%2 sequences u"(k), k € [1 : 2"F2] each i.i.d.
N(0,(1 — ya)P); and 2"UFh—FatEr) sequences v™(s,r),

Combining (17) and (18), we have (s.7) € [1: 2B R)] x [1 5 208, cach Lid. N0, 70 P).
Encoding: To send the message pair (mq,ms) with

WY Ms) < glog ore(al + o). (19)

nRy < WZ"|Mz) — h(Z"|My, M) + I(M; Y{"|Ma, Z™) my = (mig,M1s), where mq is of the same length as
< h(Y{"|Ma) — h(Z"| My, My) — h(Y*|X™) mg, the encoder encapsulates miy and mo in my with
+ h(Z"|X™) myg 2 mix @ ma, randomly chooses r € [1 : 2"F], and

transmits z™(mq, ma) = u™(my) + v (m1s, 7).
Decoding: Receiver 2 decodes my, from y§ = u"(my) +
(v™(m1s, r) + n%) while treating v™(mgs,7) as noise, and

= h(Z"|My) — h(Z"|My, Ma) + h(Y7"|M>)
— h(Z"|My) — h(Y{" | X™) + h(Z"|X™)



further recovers mo with his knowledge of mi. The prob-
ability of decoding error tends to zero as n — oo if

Ry <C <(1 _W)P) .

21
- yaP + 03 (21)

Receiver 1 uses successive cancellation. It first decodes
my, from y7 = u™(my) + (V" (mys, ) + nl) while treating
v™(mys,7) as noise, and recovers part of mq, i.e., my,
with the knowledge of ms. The probability of this decoding
error goes to zero asn — oo if Ry < C (LQ)P

'yaP—i-d
implies that Ry < C (% by the fact that o? < o3.

(This implies that Ry < R;.) Then it subtracts off u™(my,)
and decodes v™(mqs,7) + nl to recover (mqs,7) and thus
Mg, i.e., the rest of my. The probability of this decoding
error tends to zero as n — oo if

Ry — Ry + R, <C(W°‘P).
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, since it

(22)

Secrecy: The eavesdropper could decode my, from 2" =
u™(my)+ (W™ (mas, ) +nl). However, my does not disclose
any information about m1 and me, individually. Subtract-
ing off u™(my) from 2", the eavesdropper gets a better
observation v™(mqs,7) + n?, which actually does not help

to recover my, if
P
R, ~C <70‘ ) .

2
Oc

(23)

In other words, the secrecy of mi, is guaranteed by the
embedded secrecy coding in the choice of v™.

As a conclusion, (Rp, Rg) is achievable under the in-
dividual secrecy constraints, once Ry, Ra, R, satisfy (21),
(22) and (23).

Eliminating R, we get the desired region of (Ry, Ra),
which concludes our proof of achievability. [ |

C. Individual-secrecy capacity region

Proposition 4. If o3 > 02 > 0%, and P> 02 or P < 0%,
the individual secrecy capacity region for the Gaussmn BC-
RSI is given as the set of (Ry, Ra) satisfying

Rg <C <( ’YO&)P) ]
yaP + 03

P P
R, <C (W ) C(W >+R2,
g U

1 e

where v, € [0,1].

Proof: Consider the gap between the inner and outer
bounds derived in previous subsections. If we take the
same choice of «,~ in both bounds, it is easy to see that
the gap occurs only in R;, which is

aP aP yaP yaP
o(o7) e %) (5 ) e ()
771 (P + 02)(yaP + 02) 0
(aP + 02)(yaP + 0?) ’

as P> o2 or P < 0%, regardless of the values of a,y. B

As a conclusion, we have the following proposition.

Proposition 5. The individual secrecy capacity region for
the Gaussian BC-RSI is the set of (R1, Ra) satisfying

e« asol>03>07:
P P P
w<uinf{o(5)-c (L) me (L))
o1 of o1
P P P
Ry Smin{c <2) -C <2> + Ry, C <2)},
02 O¢ 02

o as o3 > 0? > o2
P
m-m<c(h).
o3
e as o3 >02>0%, and P> 0% or P < 0} :

P P
R1<c(7 ) C<7 >+R2,
ol o2

V)P

(1
< 1].
Ry, <C ( Piol) where 7y € [0, 1]

V. CONCLUSION

In this paper, we studied the problem of secure com-
munication over BC-RSI under the individual secrecy
constraints. As a general result, we proposed an achievable
individual secrecy rate region by employing superposition
coding with embedded secret key and secrecy coding
approaches. In addition, we investigate the corresponding
Gaussian BC-RSI, where the capacity region is character-
ized not only for a weak or strong eavesdropper (compared
to two legitimate receivers), but also for the low and high
SNR regimes when the eavesdropper channel is stronger
than one receiver but weaker than the other.
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