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Abstract—We study a random extended network, where the random networks, however, the proposed multi-hop scheme
legitimate and eavesdropper nodes are assumed to be placedpf [4] only achieves a scaling of L _ per node. This gap
according to Poisson point processes in a square region of ; _vnlogn ;

g point p q 9 was recently closed in [5] using tools from the percolation

area n. It is shown that, when the legitimate nodes have unit th h th th hiah b d It
intensity, A = 1, and the eavesdroppers have an intensity of eory, where the autnors proposedughway based muti-

Ae = O ((logn)~2), almost all of the nodes achieve a perfectly hop forwarding protocol that achieve% rate per source-
secure rate of Q (—=). The achievability argument is based destination pair in random networks.

on a novel multi-hop forwarding scheme where randomization ) )
is added in every hop to ensure maximal ambiguity at the  This paper considers a random extended network, where

eavesdropper(s). Remarkable, under these assumptionscseing the legitimate nodes and eavesdroppers are distributextdrcc
the transmissions of nodes does not entail a loss in the pepde jng to Poisson point processes with intensity= 1 and
throughput in terms of scaling. Ae = O ((logn)~2), respectively, over a square region of
arean. In such a network, we follow the footsteps steps
of [5] to construct a highway backbone, which achieves a
The broadcast nature of the wireless communication makgshstant rate and servé¥,/n) nodes. However, in addition
it susceptible to eavesdropping. This motivates considerito the interference constraint considered in [5], our multi
secrecy as a quality of service (QoS) constraint that mustop forwarding strategy is designed to ensure secrecy. More
be accounted for in the network design. The scaling laws gbecifically, an edge can be used in the highway if and only
wireless networks under the assumptionpoé-distributed if there is a legitimate node within the corresponding squar
private keys was studied in [1]. However, it is important tden  of the edge and if there is no eavesdropper within a certain
that, the key agreement step of the cryptographic protocetgrecy zone around the node. This allows the legitimate
is arguably the most challenging part and this step becomesies to create an advantage over the eavesdroppers, which
even more daunting as the network size grows. Our woik then, exploited to secure transmissions. Furthermane,
avoids these limitations by adopting an information thé&ore independent randomization signal is injected in each hop to
framework for secrecy in wireless networks. In particulagnsure maximal ambiguity at the eavesdropper(s). We then
we assume the presence of eavesdropper(s) wifinite proceed to show that in this dependent edge model, the
computational power and characterize the scaling laws ofietwork still percolates and many highway paths can be
the network secrecy capacity whilelaxing the idealistic constructed. This construction allows us to show that the
assumption of pre-distributed keys highways can carry data of each source-destination pair of
The notion of information theoretic secrecy was introducegie O {%) securely. Finally, using the fact that each node

by Shannon for point-to-point noiseless channel_s [2]. Ths  pag anO(log n) distance to the closest highway, we show that
of work was later extended by Wyner [3] to noisy channelgy, ot ail nodes can access the highways with a secure rate

Recently, there has been a renewed Interest in W'relesmysthat scales better than (i) if the eavesdropper intensity
layer security (see, e.g., Special Issue on Informatiorofédte Vn

Security,|IEEE Trans. Inf. Theory, June 2008 and referencessatisfiesAc = O ((logn)~?). Combining these two results

therein). However, according to the best of our knowledgestablishes the achievability of a secure rate) fﬁ for

information theoretical secrecy analysis of large wirglest- almost all source-destination pairs. This implies thatdem

works has not been studied in the literature before. these assumptions, securing the network does not entaska lo
Large networks is studied in the seminal work of Gupta arid the per-node throughput in terms of scaling.

Kumar ([4]). It is shown that the randomly located nodes can

achieve at most a rate that scales like, asn — oo, underan  The rest of this paper is organized as follows. Section II

interference-limited channel model. The authors havehérrt provides our system model and notations. Section Il deselo

established the achievability of the same scaling behavimur main result via several helper lemmas. Finally, conolgd

when the nodes are arbitrarily placed in the network. Iemarks are given in Section IV.

I. INTRODUCTION



II. SYSTEM MODEL AND NOTATION

Our extended network model is a square of side-length
v/n. The legitimate nodes and eavesdroppers are assumed to
be placed randomly according to Poisson point processes of
intensity A\ = 1 and )., respectively. The set of legitimate
nodes is denoted by, whereas the set of eavesdroppers is
represented b¥. During time slott, the set of transmitting
nodes are denoted %(¢) C £, where each transmitting user
i € T(t) transmits the signak;,(¢). The received signals at
listening nodej € £ — 7(t) and at eavesdropperec £ are
denoted byY;(t) andY.(t), respectively:

—Q
Yﬂ(t) = Z di.,j Xi(t) + Nj(t) Fig. 1. The time division approach is represented by degadfie squares
i€7 (t) that are allowed for transmission. It is evident from thetefbtsquare that the
time division requires f; d)? time slots. The transmitter located at the center
Y.(t) = Z d; & Xi(t) + Ne(t), of the figure wishes to communicate with a receiver thai squares away.

The second square surrounding the transmitter is the sezoee, which is
the region of points that are at mogt d squares away from the transmitter.
Side length of each square is denotedcby

iE€T(t)

where N;(t) and N.(t) are i.i.d. N (0, Ny) noise samples at
the legitimate nodg and at the eavesdropperrespectively;
a > 2 is the path loss exponent; and the distance between . THE MAIN RESULT

nodei and nodej is denoted byi,;. ) ) ] )

Al legitimate transmitters have an individual peak power '° establish the main result of the paper, we first consider
constraint, denoted by’. The transmitters are assumed td1® SECrecy rate per hop. We partition the network area into
know a-priori whether there is any eavesdropper within sonpduares of constant S'Fie lengthwe further d'V'de_ the ar2ea
neighborhood or not (the neighborhood is called secrecg zdRto larger squares of sid&dc, each of which containgf:d) i
and the size of it will be clear in later parts of the text). Tl squares. These small squares take turn over a Time-
simulate a worst case scenario, from a security perspectivi/iSion-Multiple-Access (TDMA) frame of sizéf.d)" slots.
the legitimate receivers are assumed to consider intextere'" €¢h slot, a transmitter within a small square can tratsmi
as noise, whereas no such assumption is made on the eafidgoeiver that is located at magsquares away as illustrated

droppers. Finally, the set of all observations at eavespkop'n Fig. 1. On the same figure, we also. s.how the secrecy
¢ is denoted byY . zone, around a transmitting square, consisting of squagads t

e at mostf.d squares away. Our first result establishes an
achievablesecurerate pera single hop active overN channel
uses, under the assumption of a single eavesdropper on the

Now, consider any random source-destination pair, wh
the sources wishes to transmit the messagdg; ; securely
to the intended destinatiosh In our multi-hop strategy, each

transmission consists &f channel uses. We say that the secr&ofndaryffézce segetcy zor|1|e. - icati
rate of R is achievable for almost all the source-destination -1 & = ( ure ate per op): In acommunication sce-
pairs, 6, d), if nario depicted in Fig.1, the secure rate, simultaneously
TR N ) ) achievable between any transmitter-receiver pair is:
« The error probability of decoding the intended message

at the intended receiver can be made arbitrarily small Cl- - 1 5 F log(1 + SNRrg) — llog(l +SNR.-)| ,
N — oo, and (fed)? |2 2
« The information leakage rate, w% can be 2(d+1) (1)

made arbitrarily smale € £ asN — oo. where f; > =5,

If there are onlyH hops carrying the message, 4, one P(d+ 1) *(V/2)™

s
only needs to consider the associated channel observations SNRrr > SNRrp = N, + P8(f,)-*d—c>S(a)’ @
the eavesdropper when evaluating our security consti@irg.

_ ad P(f,)"“d “c—@
denote these byY,.(1),---,Y.(H)}.) S@) éZz’(i—Oﬁ)*o‘, SNRC 2 (fe) 3

To derive our asymptotic scaling results, we use the fol-
lowing probabilistic version of Knuth's notation. We say
f(n) = O(g(n)) w.h.p., if there exists a constahtsuch that  (d + 1)*(v/2)*

No

=1

[1 + £8(]‘})*“d*ac*aS(a) < (fe)™.

(d)* N,
lim Pr{f(n) < kg(n)} =1. @
e Here, secrecy is guaranteed assuming the presence of an
We also say thaff(n) = Q(g(n)) w.h.p., if w.h.p.g(n) = eavesdropper on the boundary of the secrecy zone.

O(f(n)). Proof: Please refer to [6]. [ |



Next we introduce our novel multi-hamndomization strat-
egy. This technique ensures secrecy overdtiige path, from v
a source to a destination nodegatry eavesdropper observing
all transmissions.

Lemma 2 (Securing a Multi-Hop Path): Securing each hop
from an eavesdropper located on the boundary of the secrecy
zone is sufficient to ensure secrecy from any eavesdropper
which listens to the transmissions from all the hops and lie
outside the secrecy zones.

Proof: We consider a source, a destinationd, and an
eavesdropper in the network. Without loss of generality,
we considerH hops in the multi-hop scheme. We design
the secrecy codebook at each transmitter according to $tighe

; ; i9- 2. There argé log n] number of disjoint highways within each rectangle
possible eavesdropper SNR assumption for each hop. In Qggize (klogn — €) X /n. (Please refer to [5] and [6] for details.) The

multi-hop routing scenario, each 2Ode? of the ensemble |&itimate users in the slab denoted by dotted line of thectiep rectangle is
the transmitter of hop‘ has 2N (Ri+Ri—%) codewords each served by the highway qeno@ed with red bold line. It is cléat the highway
entry with i.i.d. A’(0, P), for somee; > 0. Each codeword Seves t0(v/n) nodes in this setup.
is represented with the tuplevs 4, w?), wherews 4 is the
bin index (secret message) ang is the codeword index
(randomization message). To transmit the messageg the , ,
codewordX; (w, 4, w?) is transmitted at transmittgt where Wheref (a)b is due to the fact dthaYeZ‘ hls ag{ ephanged
w? is randomly chosen. It is clear now that each transmittdft Of observations compared to that e(1). ()
on the path add&dependent randomness, i.e., the codeword® due to data processing inequality and the Markov
1 X X

indexw? is independent ofv? for i # j. chain {W?l’wl N ’fWﬁH} - {m}fl"" ’5%25 -

We consider an eavesdropper at the boundary of the secr(@:f’f’ o Yoy ), () follows SINCe Ws,a an . oare
zone around the transmitter of the hgmand denote it by} independent, (d) is due to Fano's inequality (as we choose

2" T L. - 1

We subtract all the interference seen by this virtual nodi aﬁ?' < I(X;;Ye), the codebook construction allows for

(2
denote its observations for he@asY.-. Omitting the indices ecoding randomization message at the eavesdropper givent
(ws,q,w?), for simplicity, we denote the symbols transmitte

in index) with some&, — 0 as N — oo and due to fact that
from the transmitteri as X;; and setR} = I(Xl-;Ye;) =

he second term in the sum is zero, (e) follows by the fact that
1 _ . . conditioning does not increase the entropy and the obsenvat

5 log (1 + SNRez) (note that this is the rate loss in (1)). Wethat H(Yo [Yor, Yoo, X0) = H(Y.r

continue as below. i 1 i-1

X;), and (f) is
I(Ws,dQYe) = I(Ws,dQYe(l)a T aYe(H))

rlogn — ¢

= N(e1 + €2+ €3),

due to the fact thaf (X;; Y.:) < NI(XZ-;IYE;) + N$ for
someez — 0 as N — oo (see, e.g., [3, Lemma 8]).
After setting,e = €1 + €2 + €3, we obtain our result: For

(g) I(Wsa;Yer, -+, Yer,) any givene > 0, % <easN — oco. ]
(b) The following result, using the construction given in [5],
< IXay Xy Yep, oo, Yey) shows the existence of a sufficient numbese€ure highways
—I(W{, o Wi Yer, oo, Yer, Ws.a) in our network.
H Lemma 3 (Secure Highways): There exist a sufficient num-
© ZI(Xl, o X Yer [Yer, oo Yer ) ber of secure vertical and horizontal highways such that, as
i=1 n — oo, each secure highway is required to sewé,/n)
—HWF, - JW§) nodes and an entry (exit) point has w.h.p. a distance of at mos
H k'logn away from each source (respectively, destination),
+ ZH(WﬂWS,d,Ye;, oy Yo JWYL - WEG) wherer’ can be made arbitrarily small.
i=1 Proof: Please refer to [6]. See also Fiy). [ ]
@ M We remark that, in our model, the status of edges are not
< ZH(YeI Yepso i Yer ) statistically independent due to the presence of assdciate
=1 secrecy zones that intersect for successive squares.fotere

€1 + €2

in addition to the percolation based construction develope
in [5], we utilized the result of [7] to establish Lemma 3. Wit
© <« €1 T €2 the following lemma we conclude the discussion of highways
> I(XiYer) = NRy, + N——— . '
P : H Lemma 4 (Rate per Node on the Highways): Each  node
. on the constructed highways can transmit to their next hop at
(Q ZNI(XZ';}/&) ~ NR,, + N& Tete a constant secure rate. Furthermore, as the number of nodes
P ! H each highway serves i®(y/n), each highway can w.h.p.

- H(Ye;‘

Ye;, oo, Yer ,Xi) = NRy, + N



® to almost all of the destinations (Lemma 5). From the achiev-
® o able rates given in these lemmas we obtain our main result,
e o o which is formalized by the following theorem.
Theorem 6: If the legitimate nodes have unit intensity
® (A = 1) and the eavesdroppers have an intensity\of=
(c] i) O ((logn)~2) in an extended network, almost all of the nodes

® . can achieve a secure rate @f( -L ).
vn

Utilizing the upper bound of [4] for the capacity of wireless
‘.—0 networks, we see that the proposed scheme achieves the

[ ) optimal scaling law.

Fig. 3. A typical multi-hop route consists of four transniiss phases:) IV. CONCLUSION

From source node to an entry point on the horizontal highwyAcross In this work, we considered the problem of securing trans-

horizontal highway (message is carried until the desirediozd highway L f ded wirel K h he | .

member),3) Across vertical highway (message is carried until the egite), missions of extended wireless networks, where the egiema

and4) From the exit node to the destination node. nodes and eavesdroppers were assumed to be randomly placed
into the extended network according to Poisson point pro-
cesses of intensith = 1 and A., respectively. It is shown

carry a per-node throughputﬂ(%). that, when\. = O((logn)’Q), almost all of the nodes

Proof: The highways are constructed such that there & hieve a secure rate 6f ﬁ? Our achievability argument
at least one legitimate node per square and there are j8®ased on novel secure multi-hop forwarding strategy wher
eavesdroppers within the secrecy zone around the squaref@épendent randomization is employed in each hop. Tools
the highway. We choose one legitimate node per squarefasm percolation theory were used to establish the existerfic

a member of the highway, and compute the rate that carsufficient number ofecure highways allowing for network

be achieved with the multi-hop strategy. From Lemmas donnectivity. Finally, a time division approach was used to
and 2, one can see that highways can carry datarely accomplish an end-to-end secure connection between almost
with a constant positive rate (we choosed = 1). As each g source-destination pairs. Overall, our results shoat, ths
highway carries the data fab(\/n) nodes due to Lemma 3,jong as\. = O ((logn)~2), securing the transmissions does
the achievable rate per node on highway$i ﬁ . B not entail a loss in the per-node throughput.

Our final step is to show that almost all the nodes can accesdVe note that, the interference is considered as noise at
the highways simultaneously with high probability with @era the legitimate receivers in our model. As shown in [8],
scaling higher tha (). more sophisticated cooperation strategies achieve the sam

v throughput for the case of extended networks with> 3

Lemma 5 (Access Rate to Highways): Almost all source . ; S
N . . leading to the conclusion that cooperation in the sense]of [8
(destination) nodes can w.h.p. simultaneously transneit (r

. . : ; oloes not increase the secrecy capacitydor 3. Our current
ceive) their messages to (from) highways with a secure " Vestigations aim at extending this analysis to a moretjoalc
of Q ((logn)=3=2), if A = O ((logn)~2). g g y

scenario, in which legitimate nodes have no (or more lin)ited
Proof: The proof follows from Lemma 1, where we g ( n

. oo eavesdropper location information.
choosed = k’log(n) with arbitrarily small <’ (Lemma 3). PP
Please refer to [6] for details. [ | REFERENCES
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